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GENESIS OF THE FORMATION AND DEVELOPMENT
OF HUMAN RIGHTS IN THE FIELD OF NATIONAL SECURITY

The article is devoted to the study of the genesis of the formation and development
of the human rights in the field of national security and to clarify the future legal model
of national security in the term of human rights. The purpose of the article is to elucidate
historical background and genesis of human rights in the field of national security. The
research methodology is based on the general scientific dialectical method of scientific
cognition. In addition, for the more comprehensive research of the genesis of human rights
in the field of national security special scientific methods were used, in particular, historical-
legal, formal-legalistic, formal-logical, contextual method of prediction. In article argues
that the degree of protection of human and civil rights and freedoms from their violation is
determined by the level of guarantee of each of these rights and freedoms. In accordance with
principle of guarantee of the human rights and civil rights and freedoms, their strengthening
is carried out both directly in the Constitution of Ukraine and in the current legislation.
Position according to which state can choose to select a course that ensure national security
in order to create a favorable condition for social development and provide the protection
of the vital interest of the individuals, society and the state itself from internal or external
threat can be called a policy of a national security. It is emphasized that the current stage
of the development of the human rights in the national security began with adopting
of the Association Agreement between Ukraine, on the one hand, and European union,
the European Atomic Energy Community and their Member States, on the other. It is stated
that among the fundamental human rights in the context of ensuring the right of national
security to its subjectivity is a right to security, which has a feature of absolute right
and at the same time is a subjective right in a specific legal relation in the field of national
security. The right to security in the concept of human subjectivity has axiomatic significance
as the initial formula of human-centered legal reality. It is concluded, that legal norms that
constitute the core of the institution of national security law should be the norms of human
rights in the field of national security, and the principle of ethnocentrism should be the basis
of the national security law. In Ukraine the process of reforming human rights legislation
in the aspect of national security is ongoing and needs further improvement. In particular,
in terms of development and adoption of the Cyber Security Strategy of Ukraine, a long-
term planning document, which determines the priorities of national interests of Ukraine in
the field of cybersecurity.

Key words: human rights, national security, rule of law, genesis of human rights, cybersecurity,
human rights doctrine.
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Introduction

Over the last decades, interest in the concept of human
security in Ukrainian jurisprudence, and in foreign
researches has increased, issues of questioned problems
have become relevant in the context of non-military threats.
In current time in discourse of social sciences is reviewing
the starting point for determining security from state
to the person that create the need of develop new aspect
of the problem — security of person. In this case, the accent
of researches has shifted from threat of use of force
and state control to the analysis of non-military threat, such
as, violation of the human rights, global warming, adverse
environmental conditions, hunger and poverty, health
security. The key factor was a change of sources of threats,
their global multilevel nature, the ability of the threats to flow
across the borders of one state to another, from one region
or even continent to another (3iatninos, 2020). According
to N. Konyshev (Kousimer, 2014), an alternative of to
the state-centric approach in the field of security policy
as referent of security, came in the late XX century. The
concept of security of person challenging state-oriented
meaning of security focusing on person as main referent
of security. Scholar stated, first of all, policy of security
must be focused on neutralizing threats to personal security,
and secondary, that responsibility for security also lies with
the individual (public groups), in this way, the state is given
only the role of tool and not independent subject of politics
(Konsimes, 2014). The main proponents of this approach
are post-positivists (including representatives of post-
Marxism, postmodernism, constructivism and feminism),
who proposed that the main referent of security be
the individual (public groups), but not the state.
Another problem is the absence of a single definition
of person security in political practice. On the other hand,
different organization, including international, and even
doctrinal documents of individual states widely interpret
the definition of person security. At the same time for
the better understand and establish patterns and predict
the future of the development of human rights in the field
of national security, the task is to explore key preconditions
and historical periods of these rights, to identify gaps in
the legal field.
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The study of the genesis of human rights in the field of national security is based
on the results of studies of well-known domestic and foreign scientists, including:
V. Antonov, I. Aristova, V. Abramov, P. Bogutsky, M. Hrushevsky, D. Ziatdinov,
V. Konyshev, M. Pushak, G. Sytnyk, V. Smolyanyuk, E. Titko, V. Fedorenko,
H. Yuskiv and others. Despite the development of a number of theoretical and legal
studies of certain aspects of the theory of human rights to security, the peculiarities
of their origin and development in Ukraine require a deeper scientific understanding.

The purpose and goal of the study

The purpose of article is to clarify historical backgrounds of formation and genesis
of the human rights in the field of national security. The methodology of this study
is based on the general scientific dialectical method of scientific knowledge. And
of course, for a more comprehensive study of genesis of human rights in the field
of national security, it is also used special scientific methods were also used,
in particular, historical-legal, formal-legal, formal-logical, contextual method
of prediction.

Presentation of the main material

Analyzing the scientific aspects of the formation of constitutional-legal principles
in the field of national security of Ukraine, it should be noted, that they appeared
as extremely complex, contested and long, but very important and necessary for
sustainable development process of society and state. The preconditions for this
process were laid in different historical epochs, which were mediated by a number
of economic and political factors: social division of labor, the emergence of private
property, social differentiation members of society and class formation, the struggle
for economic and political power. Practically all nations have gone through
this process. In the Kievan Rus, where the leading direction in the development
of the method of organizing the ordering of the state system of society and organizing
the joint life of people and ensuring their security is the genesis of the statehood
of the Eastern Slavs, where the main form of pro-state ordering is the principalities
as tribal groupings of society, headed by tribal leaders (princes) , it is in the figure
of the prince that all power is concentrated, but his main role was to protect society
from external threats «to lead the army» (I'pymesckuii, 1906).

That’s why first period of the development of human rights in the field
of national security should be considered the period of existence of Kievan Rus
as a state (IX-III centuries). In fact, the customs regulated and resolved the issues
of protection and security of Kievan Rus, served as legal basic of functioning
of the military organization of ancient Kievan society. (Tauiif, Poroxwuna,
l'onuapenko, 2003).

However, at the beginning of XIII century, the process of fragmentation
of Kievan Rus intensified significantly, which strongly effected on the increasing
numbers of endless confrontations and infighting, which resulted in the separation
of the armed forces of the Russian state. This process actually questioned not
only the combat effectiveness of the state itself, but also the level of its security.
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The defining and turning point in the development of human rights in the field
of national security was a period from the middle of the 20th century until nowadays.
The adoption of the Universal Declaration of Human Rights, adopted and proclaimed
by UN General Assembly Resolution 7 217 A (III) of December 10, 1948, should
be considered a strategically important stage in the development of legal protection
of human rights. In this international treaty declares that every person is entitle to all
rights and freedoms, set forth in this declaration, without to race, sex, color, religion,
political and other opinions, national or social origin, property, birth or other status.
Furthermore, no distinction shall be made on the basis of the political, jurisdictional
or international status of the country or territory to which a person belongs,
whether it be independent, trust, non-self-governing or under any other limitation
of sovereignty (BepxoBna Panma Vkpainu, odin. caiit, 2021). This provision, first
of all, proves that the world community recognizes human life, human freedom,
honor, dignity and the right to security and inviolability of the highest social values
and the object of special legal protection.

With the creation of the United Nation Organization, UN Charter proclaimed
that united people seek to achieve international cooperation in solving international
problems of an economic, social, cultural, or humanitarian character, and in promoting
and encouraging respect for human rights and for fundamental freedoms for all without
distinction as to race, sex, language, or religion; and to be a center for harmonizing
the actions of nations in the attainment of these common ends. (BepxoBHa Pana
Vkpainu, odin. caift, 2021) International Covenant on Civil and Political Rights
(ICCPR) (adopted in 1966, entered into force in 1976) (Bepxona Panga Ykpaiunu,
o¢in. Caiit, 2021) one of the key international human rights treaties, the ICCPR
declares that all people have a broad range of civil and political rights and sets up
ways to monitor their respect by the member states. Ukraine, after ratifying this
agreement took this responsibility. These provisions confirmed in the Final Act
of the Conference on Security and Cooperation in Europe in 1975 (BepxoBna Pana
Vkpainu, odiu. cait, 2021).

The Law of Ukraine “On Fundamentals of National Security of Ukraine” adopted
in 2003 (repealed on the basis of Law Ne 2469-VIII of June 21, 2018 (Tamii,
Poroxwuna, I'onuapenko, 2003)) defined main directions of state policy on national
security and human rights to security, but unfortunately, so far, the policy still remains
somewhat fragmentary, unbalanced and quite contradictory. In large part this is
aresult of the lack of qualified analysis and prediction of state national security policy
in Ukraine, and also effective mechanism of its implementation (Cutauk, 2010).
In this regard, the main landmark and vector must be aimed on balancing guarantees
of respect for human and civil rights and freedoms in the system of national security
as a whole. V. Antonov presumes, the degree of protection of human and civilian
rights and freedoms from their violation is determined by the level of guarantee
of each of these rights and freedoms. According to the principle of guarantee
of human and civil rights and freedoms, their consolidation is carried out both
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directly in the Constitution of Ukraine and in the current legislation. The state must
choose a course, which can ensure national security in order to create favorable
conditions for social development, as well as ensuring the protection of vital interests
of the individual, society and the state from external and internal threats can be called
national security policy. Its main goal and content is to ensure safety of important
interest of Ukraine, as well as free development of person and flourished of all
society and state (AnToHoB, 2017).

Approved by the Decree of the President of Ukraine of March 14 2016,
Ne 92/2016 The Concept of Development of the Security and Defense Sector
of Ukraine focused on determination ways to build national security and defends
capabilities that will restore Ukraine territorials integrity within the internationally
recognized state boarders, to guarantee a peaceful future of Ukraine, as a sovereign
and independence, democracy, social and legal state, and also ensure the creation
of national crisis response system, timely detection, prevention and neutralizing
of external and internal threat to national security, guarantee personal safety,
constitutional human and civil rights and freedoms, cybersecurity, rapid joint
response to crises and emergencies (Vka3 [Ipe3unenta Ykpainu, 2016). At the same
time the main objects of national security are citizens — their constitutional right
and freedoms, and also life and health. Consequently, the main purpose of every legal
and democratic state, which determine person as a highest social value, is to ensure
proper living conditions, preserve health, honor, dignity, the right to self-recognition
and of course private property (Kooko, 2018) However, in different cases, a person
can be both an object and subject of legal relations in the field of national security.

According to P. Bogutsky, which should be supported, the law of national
security determines a person as a highest subject of law, which subjectivity is
justified by the legal nature, directly depends on ability to ensure national security.
In the view of this, important right of human existence — the right to life, in fact
proclaims the basic idea of national security in its anthropological sense. Other
right and freedoms of person confirm and deploy the properties of the legal person
as a subject of the law of national security and existing social relations, strategic
communications (borympkuii, 2020).

Citizens of Ukraine take a part in civil control through public associations which
of they are members, through local council deputies, personally by appealing to
the Commissioner of the Verkhovna Rada of Ukraine for Human Rights or state bodies
in the manner prescribed by the Constitution of Ukraine, the Law of Ukraine “On
public associations” and other laws of Ukraine. The sphere of public supervision may
be limited exclusively by the Law of Ukraine “On State Secrets” Citizens who believe
that their rights, freedoms or legal interests have been violated by decisions, actions
or inactions of the security and defense sector or their officials, have a right to appeal
to the court, Commissioner of the Verkhovna Rada of Ukraine for Human Rights, use
any other protection mechanism of rights and freedoms provided by the legislation
of Ukraine (Articles 10, 11 of the Law of Ukraine “On National Security of Ukraine”).
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Further prospect of Ukraine’s integration into the European Union, primarily
depends on the state of national security within the country. After all, rightly
noted by L. Polyakov (ITomsikos, 2021), in Ukraine and EU both have the same
fundamental values, that need to be preserved and secured. In particular, the value
condition for accession to the EU, according to the Treaty on European Union, is
the observance by the candidate country principle of freedom, democracy, respect
for human rights and fundamental freedoms and the rule of law; readiness to build
trust, stability, independence and the effectiveness of institutions that guarantee
democracy and the rule of law. As for Ukraine, declaring its intention to join
the EU our country, absolutely, share such values, and even proved that it is ready
to defend them.

Current stage of development of human rights in the field of national security
started in 2014 with the adoption of the Association Agreement between Ukraine,
on the one hand, and the European Union, the European Atomic Energy Community
and their Member States, on the other hand, ratified by the Law of Ukraine
of 16.09. 2014 Ne 1678-VII (BepxoBna Panma Vkpainm, 2014). According
to the agreement, which is predominantly economic in nature, the parties agreed
to strengthen cooperation in justice, freedom and security in order to ensure rule of law
and respect for human rights and fundamental freedoms. There are no provisions on
specific actions and obligations in this document, it largely emphasized the European
political and legal course of Ukraine and European security principles. The Law
of Ukraine “On National Security of Ukraine” adopted on June 21 2018, finally
defined and consolidated the priority of human rights in the field of national security.
Modern state policy in the field of national security and defense is aimed at protecting:
peoples and citizens, their life and dignity, constitutional rights and freedoms,
safe living conditions; society — its democratic values, welfare and conditions for
sustainable development; the state — its constitutional order, sovereignty, territorial
integrity and inviolability; territory, natural environment, from emergencies. The
main principle, which determine the procedure for formulating state policy in
the field of national security and defense include: 1) rule of law, accountability,
legality, transparency and compliance with the principles of democratic civilian
control over the security and defense sector and the use of force; 2) compliance
with international law, participation in the interest of Ukraine in international efforts
to maintain peace and security, interstate systems and mechanisms of international
collective security, etc.

Today, it should be presumed, that Ukraine as a state, proclaims that each state
has a right to guarantee its own security by integrating into such security structures,
that best suit its interests. By abandoning the policy of non-alignment, Ukraine
is building new approaches to national security, giving priority to participation
in the improvement and development of Euro-Atlantic and European system
of collective defense. And for that Ukraine will seek to integrate into European
political, economic, legal space in order to get EU membership, as well as deepen
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cooperation with NATO to achieve the criteria necessary for membership in this
organization (Kpumranosuy, [Tymak, @neliuyk, ®panuyk, 2020).

It is necessary to presume, that among fundamental human right in the context
of ensuring the right to national security of its subject is the right to security, which
has the characteristics of absolute law and at the same time is subjective right in
a certain legal relation in the field of national security. The right to security in
the concept of human subjectivity has axiomatic significance as the initial formula
of human-centered legal reality. At the same time, human rights to security forms
a corresponding institution of natural security law (boryuekmii, 2020). Thus,
the legal norms that constitute the institution of national security law at the core
should be norms on human rights in the field of national security, and the principle
of ethnocentrism should be the basis of the field of national security law.

Conclusions

Legal relations on ensuring human rights in the field of national security
historically have public and legal nature and are aimed at establishment peace,
ensuring and guaranteeing by the state the right of every person on personal
and public security. The main qualitative changes in the system of legal relations
of individual rights in the field of national security took place in the 20th and early
21st centuries. This period that witnessed the reappraisal of such rights and finally
affirmed life and health and human rights to security as the highest social value
of mankind. In Ukraine, the process of reforming human rights legislation in terms
of national security is ongoing and needs further improvement, in particular, in terms
of development and adopting of the Cybersecurity strategy of Ukraine is a long-term
planning document, in which determines the priorities of national interests of Ukraine
in the field of cybersecurity, existing and potentially cyber threats to the vital interests
of man or citizen, society and state in cyber space. In addition, the problem of state
control of the main indicators of these rights is significant and relevant.
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OCOBJMBE AIJMIHICTPATUBHE ITPABO

I'EHE3UC CTAHOBJIEHHS TA PO3BUTKY IIPAB JIIOAUHU
VY COEPI HAIIIOHAJIBHOI BE3IIEKH

[LeHuc Yuxos,

KaHauaaT iopUaNYHNX HayK, JOLUEHT kapenpn KOHCTUTYLIHOro npasa 1a rnpas JII0ANHU
HauioHanbHOT akaaemii BHyTPILLHIX cripas;

HayKoBui CriiBPOBITHUK

HaykoBO-A0CiAHOro IHCTUTYTY AepXaBHOro 6yAiBHULITBA Ta MICLIEBOIr0 CaAMOBPSIAYBAHHS
HauioHanbHOI akaaemii npaBoBux Hayk YkpaiHn
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denys_chyzhov@ukr.net

Cmammio npucesiueno 00CIiONHCeHHIO 2eHe3U CMAHOGLEHHsl MA PO3GUMKY Npas ToOuHu y cgepi
HAYiOHAbHOI Oe3neKu, a MaKodc 3 SACY8AHHIO MAUOYMHbOI npasosoi moodeni 3abe3neyenHs
HayioHanvbHoI Oesneku 6 acnekmi 3abe3neyents npas airoounu. Mema cmamminonsieaey 3 ’acy8amti
icmopuunux nepedymog opmysanHs ma 2enesu npas noounu y cgepi nayionanvroi desnexu.
B ocnogy memooonozii 0ocniodcents NOKIAOEHO 3a2a1bHOHAYKOBULL OianeKmuyHutl Memoo
Hayk08020 nizHanus. Kpim mozco, 0na Oinbu 6cebiun020 OOCHIONCEHH 2eHE3UCY NPas AH0OUHU
Yy cepi nHayionanvbHoi Oe3nexku GUKOPUCIAHO MAKOHC CHeyianbHO-HAYKO8I Memoou, 30Kpemd,
icmopuko-npasosuil, GopmarbHo-10pUOUdHUL, POPMATLHO-N02IUHUI, KOHMEKCHYATbHUL MEmoo
NPOSHO3YEAHHA. Y cmammi ap2yMeHmyemuvcs, wo CMyniHb 3aXueHocmi npag i c60600 100UHU
Mma epoMAaoOAHUHA 6i0 iIX NOPYWEHHS BUSHAYAEMBCA DIGHEM 2apaAHMOBAHOCTI KOJICHO20 3 YUX
npas i ¢600600. Bionogiono 0o npunyuny 2apanmosaHocmi npas i c60600 M0OuHU i 2POMAOSAHUHA
ix 3akpinnenns 30iticheHo sk 6e3nocepeonvo 6 Kowcmumyyii Vkpainu, max i 6 YUHHOMY
3akonooascmei. OOIpyHMOBYEMbCA NO3UYIsA, 32I0HO 3 AKOIO Oepiicasa mMac obpamu Kypc, AKuil
3a6e3neuyc HayioHanvbHy Oe3NeKy 3 Memolo CMEOPEHHS CHPUAMAUBUX YMO8 Olsl CYCHINbHO2O
PO36UMKY, A MAKON#C 3a0e3neUeH s CMAaHY 3aXULEeHOCIE HCUMMEBD 8ANCIUBUX THMeEpeCis 0coou,
cycninbemea i 0epoicasu 8i0 306HIUHLOL | BHYMPIUHbOL 3a2posu, i GiH Modce Oymu HA36aHUl
NnonimuKor HayioHanvbHoi 6esneku. Hazonowlyemvcs, wjo 6USHAYEHO, WO CYHACHUL eman
PO36UMKY Npag MOOUHU Y chepi HAyiOHANbHOI be3neKku po3noyascs i3 NpuiiHAmmsam Yeoou
npo acoyiayito midxe Yxpainoio, 3 oouiei cmoponu, ma €sponeticokum Corozom, €8poneticokum
CHigmMoBapuUCmMEOM 3 AMOMHOL enepeil i IXHiMu Oepocagamu-yieHamu, 3 [HUOI CMOpPOHU.
Haezonowyemocs, wo ceped OCHOBHUX Npae AOOUHU 6 KOHMeKCmi 3aOe3nedeHHs Npasom
HayioHanbHoI 6e3neku i cyd’ekmuocmi € npaeo Ha be3nexy, sike Mae 03HAKU abCOTOMHO20 NPasa
ma 600HOuAC € CYO EKMUGHUM NPABOM Y KOHKPEMHUX NPABOGIOHOCUHAX Y chepi HayionanbHol
besnexu. Ilpaso na Oesnexy 6 Kouyenyii cyd’eKmuHocmi 1OOUHU MAE AKCIOMAMUYHE 3HAYEHHS
5K GUXIOHA PopMYna TIOOUHOYEHMPUIMY NPABOGOT peanbHocmi. 3poOaeHO 8UCHOBOK, U0 NPABOGi
HOpMU, WO CIAHOBIAMb THCIUMYM Npaga HAyioHanbHol Oe3nexu, A0poM Marms CMaHo8Umu
HOPMU BPO NPasa Ti0OuUKU y cihepi HayioHATbHOT be3neKu, a NPUHYUN emHOYyeHmpuMy mac oymu
NOKIAOeHUll 8 OCHOBY 2dJly3i Npaea HayioHanvHoi besneku. B Yxpaiui npoyec pegopmyeanns
3aKkoH00agCcmea y cgpepi npag moouHu 6 acnekmi 3abe3neyents HayionanbHol be3nexku mpueae
ma nompedye nooanbuio20 YOOCKOHANEHHS, 30KpeMd, 6 Hacmumni po3poOKu ma Nputimamms
Cmpameeii kibepbesnexu YKkpainu, wjo € 00KYMEHMOM 00620CHPOKOB020 NIAHYBAHHS, 6 AKOMY
BUSHAYAIOMBCA NPIOpUMemU HAYIOHANIbHUX iHmMepecié Ykpainu y cghepi Kibepbesnexu.

KurouoBi cJjioBa: npasa JIONMHM, HalliOHaJIbHA Oe3leKa, BEPXOBEHCTBO MpaBa, FEHE3UC IpaB
JIIOIMHY, KibepOesmeka, TOKTpUHA IpaB JTIOAUHH.
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