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OBSERVANCE OF PRIVACY RIGHT DURING VIDEO SURVEILLANCE

The purpose of the paper is to research how privacy right is observed during video surveillance.
The privacy right consists of the following elements: physical privacy, informational privacy,
privacy of communication and privacy of the territory. Due to this right the person is
protected from illegal searches, video surveillance, check-ups etc. In order to minimize such
cases European Forum for Urban Security drafted Principles of Video Surveillance which
were further included in Charter for a Democratic Use of Video-Surveillance.

Results. The main purpose of this document is to ensure privacy right during video
surveillance. Those principles are the following:

— the principle of legality means that video surveillance in public places should comply with
national and international legislation on data protection as well as protection of privacy and
property rights;

— the principle of necessity says that video surveillance should be justified;

— the principle of proportionality means correspondence between goals which are intended
to be achieved and means which are used;

— the principle of transparency means that activities on video surveillance taken by each
subject in charge particularly governmental and local self-governmental bodies should be
clear, convincing and known to public;

— the principle of accountability means that subjects in charge of video surveillance are
fully responsible for the systems under their supervision,

— the principle of independent oversight says that constant independent oversight should be
always carried out over the activities of subjects in charge;

— the principle of citizen participation means that the agency which made a decision on
installment of video surveillance should involve public at each stage of the system s life.
Conclusions. It has been concluded that privacy right is one of the most important human
rights which should be protected during video surveillance. To observe this right subjects in
charge should observe the principles drafted by European Forum for Urban Security and
included in the Charter for a Democratic Use of Video Surveillance.

Key words: privacy right, video surveillance, principles of video surveillance, law enforce-
ment agencies, data protection.
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1. Introduction

Each democratic, law based and social state aims at
ensuring human rights. To some extend they are a tool which
can be used by individuals to fight against humiliations and
abuses of the state. Human rights restrict the state power in
order to protect human dignity and motivate the government
to respect it.

The main goal of human rights is that they respect and
provide the person with an opportunity to develop and express
herself. At the same time, scientific progress complicates
sometimes the exercise of human rights by public. It is
particularly relevant for observance of privacy right which
can be violated by video surveillance.

Analysis of recent research and publications. Such scholars
as V. Serohin, Z. Romovska, A. Oliinyk, E. Tsadykova,
R. Stefanchuk, V. Tertyshnyk and others researched privacy
right in their works. Nevertheless none of them focused on
observance of privacy right during video surveillance which
is the purpose of this paper.

2. The main body

Privacy right is some guarantee of private life which
protects a person from interference “in her own world”. Due
to this right the person has confidence that no one is entitled
collect, store, use, and disseminate information on her private
life without her consent.

Moreover, this right provides everyone with an opportunity
to obtain more specific information about herself and require
protection of her personal data. In this regards, it is possible
to define the following elements in privacy right:

a) physical privacy which protects the person from
infringements upon her body like collection of DNA, blood
samples etc.;

b) informational privacy which includes rules regarding
collection and handling with personal data;

¢) privacy of communication which stipulates security
and inviolability of regular mails, emails and telephone
conversations etc.;

d) privacy of the territory which establishes limits for
invasions in working place considered to be public etc. In
such a way the person is protected from illegal searches,
video surveillance, check-ups etc.

In our opinion, this definition includes all elements of
this right and shows its essence. At the same time, video
surveillance in public places has a threat to privacy right
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particularly its informational element as it leads to obtaining of the person’s image
which allows to identify the person in future. In order to minimize such cases European
Forum for Urban Security drafted Principles of Video Surveillance which were further
included in Charter for a Democratic Use of Video-Surveillance. The main purpose of
this document is to ensure privacy right during video surveillance. In this regard, we
propose to consider these principles more detailed.

3. The principle of legality

It means that video surveillance in public places should comply with national and
international legislation on data protection as well as protection of privacy and property
rights. If national legislation does not stipulate a thorough procedure of using video sur-
veillance its installation should comply with the principles (Charter for a democratic use
of video-surveillance).

This principle obliges the subjects in charge of video surveillance (subjects in charge)
to know and apply legal acts which regulate video cameras in public places.

4. The principle of necessity

The principle of necessity says that video surveillance should be justified. Decision
on installation of video cameras have to be made based on the fact that video surveil-
lance is a necessary measure to overcome some problem. Necessity can be identified
through balance between the ongoing situation and need on the one hand and their pos-
sible solution on the other hand (Charter for a democratic use of video-surveillance).

This principle obliges those ones who use video cameras to justify this measure for
identification of possible effectiveness. To achieve this goal law enforcement officers
have to refer to statistics of crimes kept by the Ministry of Internal Affairs. Nevertheless
national criminologists mention that 80% of crimes are latent (Politova, 2013). For-
eign surveys show the same tendency. It was established that in Britain more than half
of committed crimes were not registered (Offentliche Videoiiberwachung in den USA,
Grofbritannien und Deutschland). Consequently, crime statistics is an important source
of information but it should not be the only one influencing the process of decision
making regarding installation of video cameras in public places. That is why the subject
responsible for video surveillance should additionally refer to annual reports on law
enforcement activities, researches and make public opinion surveys to find out public
attitude to the work of law enforcement agencies and installed video cameras. While
analyzing this information it is necessary to pay attention to preventive measures which
are used by law enforcement agencies to see their effectiveness. Research of various
information and its objective evaluation provide an opportunity to set the goal of video
surveillance and prove it by identifying its advantages.

Compliance with this principle also requires that subjects responsible for video surveil-
lance refuse from it when the goal was achieved. Some Western European countries used
this approach. For example police deactivated some video cameras in the center of Mann-
heim in five years because the rate of criminality decreased at that place (Zoller, 2005).

5. The principle of proportionality

Installation, operation and further dissemination of video surveillance should meet
the existing needs. Video surveillance should be proportionate with the problem which
the subject responsible for it tries to solve. First of all proportionality means correspon-
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dence between goals which are intended to be achieved and means which are used (Char-
ter for a democratic use of video-surveillance). In other words, this principle means the
balance between the invasion in personal rights and achieved goal. But this principle is
not always observed by law enforcement agencies. It is also proved by the Verkhovna
Rada Commissioner for Human Rights in her report On the State of Observance and
Protection of Human Rights in Ukraine. The report says that in cells of certain detention
facilities toilets can be seen from video cameras which does not ensure the exercise of
detainees’ privacy right because they are constantly monitored when they relieve them-
selves (Annual Report, 2015).

In order to achieve minimal invasion in private sphere of the person the subject in
charge of video surveillance shall decide on the amount of cameras, the area of their
coverage and their specifications. Only those technologies which will contribute to the
achievement of the set goal are recommended to use. That is why video surveillance
should be restricted by time and place (Major, 2002). It is essential to mention that
video camera should be installed the way to exclude private property from surveillance
because law enforcement officers should watch only public places. In this regard, it is
necessary to decide the types of lens in use static or dynamic (Joiner, 2001).

The subject in charge should also think about location of video cameras and mini-
mize surveillance over the territory which does not relate to achievement of the goal. It
is also important to check whether installed video cameras will record only the problem
taking place. For example, video cameras designated for recording overspeeding start
filming when the driver violates traffic rules. Otherwise, it is impossible to use video
surveillance in other cases. Such system allows also to save money invested in servers
and ensure a privacy right (Surveillance Camera Code of Practice).

6. The principle of transparency

Activities on video surveillance taken by each subject in charge particularly govern-
mental and local self-governmental bodies should be clear, convincing and known to
public (Charter for a democratic use of video-surveillance). This principle obliges the
subjects in charge to make the results of video surveillance accessible to individuals who
were filmed. Notification of public on video surveillance in public places and publication
of positive examples in mass media can make it possible.

Implementation of this principle requires that law enforcement agencies making
decision on video surveillance provide individuals in the event of their requests with the
following information:

1) decision on installation of video cameras and their location;

2) purpose of video surveillance;

3) areas which will be under surveillance. At the same time, special signs which
notify public about it should be installed;

4) contact details of the unit which will provide more detailed information on this
measure. Such information can be put on notification signs in public places. Such sign
can say the following “the area is under video surveillance to prevent crimes and maintain
public order. Kharkiv Patrol Police is in charge of this system. For further information
please call <...>”

5) taking necessary measures to protect obtained images;
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6) ensuring a proper access to data received through video surveillance. Access to
this information should be given only to the authorized persons and ensured only after
entering a special password. Any use of images shall be fixed in special register which
is kept by the subject in charge. If this subject is a law enforcement agency then this
register should be registered, sewed and sealed by chancellery of the relevant unit. The
register should include contact details of the person who requested data; the purpose of
obtaining these data as well as other information which seems important to the person
in charge. All requests should be treated with precautions because dissemination of
materials can cause damage to those ones who were on video tape. To prevent those
cases the subject in charge should make sure that the person has reasonable grounds to
obtain these data (e. g. court decision on trial of some cases and necessity to provide
video tapes to establish all the facts) and that provision of this information does not have
any risks for the third parties;

7) subjects who can use images and tapes. These subjects can be law enforcement
agencies, which investigate a certain case and will be able to establish facts due to
obtained data; persons who were in the area of video surveillance; legal counsels or
representatives who will use this information in the court for protection of their clients;
third persons if their needs in these materials preempt the need to protect persons who
are under video surveillance the same moment. For example, a person submits request to
have access to data of video surveillance which were obtained the moment when his car
was being injured. These materials are needed to be provided to the insurance company
for reimbursement.

7. The principle of accountability

This principle means that subjects in charge of video surveillance are fully
responsible for the systems under their supervision (Charter for a democratic use of
video-surveillance). They are accountable to persons who are under surveillance as well
as they should fulfill properly their obligations which will improve video surveillance.
As a result all subject in charge should ensure observance of privacy right during video
surveillance, its principles and compliance with the purpose of this measure. In the event
of failure to perform their duties they will bear liability. Art. 182 of the Criminal Code
of Ukraine stipulates that illegal collection, storage, use or dissemination of confidential
information about a person without his/her consent, or dissemination of such information
in a public speech, publicly demonstrated work, or mass media shall be punishable by a
fine up to 50 tax-free minimum incomes, or correctional labor for a term up to two years,
or arrest for a term up to six months, or restraint of liberty for a term up to three years
(Criminal Code of Ukraine, 2001).

This provision obliges also the subject in charge of video surveillance to take
measures aimed at ensuring confidentiality of obtained information. Job description of
the person can contain this duty. Moreover, additional security measures should be taken
in the room where obtained information is stored.

8. The principle of independent oversight

Constant independent oversight should be always carried out over the activities of
subjects in charge (Charter for a democratic use of video-surveillance). Effective do-
mestic legislation proves that the Verkhovna Rada Commissioner for Human Rights
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can exercise the mentioned control. According to Art. 23 of the Law of Ukraine “On
Data Protection” he/she can conduct onsite and distance inspections of personal data
controllers and/or processors with provision of access to the premises where pro-
cessing of personal data is performed according to legislation (Law of Ukraine “On
Personal Data Protection”). This task is fulfilled by Data Protection Department of
the Verkhovna Rada Commissioner for Human Rights (Data Protection Department
of the Verkhovna Rada Commissioner for Human Rights) which mainly generalizes
information on data protection, drafts proposals and recommendations based on the
analysis and cooperates with structural units or responsible persons who organize
work related to data protection.

This Department does not have any territorial branches which makes it impossible to
carry out overall control through inspections aimed among others at corresponding leg-
islation on data protection during video surveillance. At the same time Ukrainian laws do
not vest other bodies with the same powers. In this regard, Data Protection Department
should be also represented at regional and local levels.

9. The principle of citizen participation

This principle means that the agency which made a decision on installment of video
surveillance should involve public at each stage of the system’s life (Charter for a demo-
cratic use of video-surveillance). Moreover, public should take an active part in various
consultations, negotiations, conferences and round tables. Decision on installment of
video surveillance in new public places or its expansion should be made with an active
public participation. In each possible case discussions and other forms of public interac-
tion should be organized. Active public participation will contribute to positive attitude
and increase public trust to law enforcement agencies.

10. Conclusions

Therefore, privacy right which is enshrined in international and domestic legislation
is one of the most important human rights which should be protected during video sur-
veillance. To observe this right subjects in charge of video surveillance should observe
the principles drafted by European Forum for Urban Security and included in the Charter
for a Democratic Use of Video Surveillance.
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Mema cmammi nonseac 6 3’ACY6AHHI NUMAHHA W000 OOMPUMAHHA NpAA HA
HEeOOMOPKAHHICIb NPUBATNHO20 JHCUMIMS NI 4AC 30iUCHEeHHs BI0e0CNOCmepediCeHH L.
IIpaso na HedOMOpKAHHICMb NPUBAMHO20 HCUMMA CKAAOAEMbCA 3 MAKUX eleMeHmis,
K i3uuHa HedomopKaHHicmy, IHGOPMAYIIHA HEOOMOPKAHHICMb, HEeOOMOPKAHHICHb
KOpeCnoHOeHYii ma HedOmOpKaHHicmb mepumopii. 3a80saKu HAA6HOCMI Yb020 NpPAsa
0c006i 3a6e3neyyemupcs 3axucm 6i0 NPoedeHHs: W00 Hei He3aKOHHUX 0215016, 0OULYKIE,
sideocnocmepencerus mowo. /s MiHiMi3ayii maxux unaokie 2pomMadCcbKoio OpeaHizayiero
«Egponeticokuil gopym i3 3abesneyenns 6esnexu micmy Oyiu po3podLeHi NPuHYUnu
301lICHeHHs 8I0€03UOMKU, KL 8 NOOALLUWOMY OYIU BKII0UeHT 00 Xapmii 0eMOKpAmuuH020
3acmocysanns gioeocnocmepedcents. OCHOBHA Mema Yb020 OOKYMEHMA NOMALAE 8
3a0e3neyenti npaea HA HEOOMOPKAHHICG NPUBAMHO20 HCUMMSA Ni0 Yac 30CHEHHS
sideocnocmepesicens. JJo yux npuHyunie Haielcams maxi.:

— NPUHYUN 3aKOHHOCMI, AKUU O3HAYAE, WO 3ACMOCYBAMHA BIOEOCNOCMEPENCEHHS 8
2POMAOCHKUX MICYSX MAE 8ION0BI0AMU HAYIOHAILHOMY MA MIHCHAPOOHOMY 3AKOHOOABCMEY,
sIKe CNPAMOBaHe HA 3aXUCH NePCOHATbHUX OaHUX, NPABA HA HEOOTMOPKAHHICIb NPUBATHHOZO
olcumms ma NPUBAMHOL 61ACHOCHI,

— NPpUHYUn HeoOXiOHOCMI, AKUN O3HAYAE, WO 3ACMOCYB8AHMS 8i0€0CHOCMEPEICEHHS MAC
b6ymu 8UnpasoOaHuM;

— NPUHYUN NPONOPYIUHOCI, AKUIL 6KA3VE HA Me, WO 8apmMo 6CMAHOBUMU DANAHC MIdIC
Memolo, AKOT HaMA2arMsbcs 00CAMU, MaA 3aco0amu, AKi 3acMOCOBYIOMbCA,;

— NPpUMYUn Npo30pocmi, AKUL 6CMAMOGNIOE, W0 Oii 0y0b-K020 CY0’'€Kma 3acmocy8anHs
8I0e0CnOCmepediCeHHs, 30KpeMa Ul Op2aHié OepoicaéHoi 6nadu ma Opeauie Micyeso2o
CamoBpady8anHs, 3 NPUBOOY 1020 UKOPUCANHS NOGUHHT OYMU 3PO3YMITUMU, NEPEKOHIUBUMU
ma Gi0OMUMU 2POMAOCHKOCHII;

—  NpUHYUN 8IONO0GIOATLHOCIIE, AKULLO3HAYAE, WO CYO 'EKIMU3ACMOCYBAHHA BIOCOCHOCINEPEIHCEHHS
Hecymb NO6HY GION0GIOANbHICIb 3a CUCIEMU, KT nepedysaromy y ix 6I0aHHi,

— NpUHYUn 30IUCHEHHS HEe3ANeNHCHO20 KOHMPONIO, AKUL 6KA3YE HA me, Wo 3a OIANbHICIIO
cy0’exmie  3aCMOCY8aHHA  BI0€OCNOCMEPENCeHHs NOCMIUHO — Mac  30iliCHIOBAMUCS
He3a1edHCHULL KOHMPOTb,

— NPUHYUN 3ANYYEHH 2POMAOCLKOCMI 00 3ACHOCYBAHHA Bi0e0CnOCepedCeHHs, AKUll
03HaYaE, WO OpeaH, AKUU GUPIUUE 3ACMOCO8Y8AMU BI0OCNOCMEPENHCeHHS, NOBUHEH
eorCUMuU 3ax00i8 OISl 3ANYHEHHS 2POMAOCLKOCI HA KONCHOMY emani, SAKUll Cynpoeooxtcye
6CMaH0BNeHHs gideoKamep.

3pobneno 6ucno8ok npo me, wjo 00CRIONHCYBAHE NPABO € OOHUM I3 HAUBANCIUBIUUUX
npas ocobu, wo niongeac 3axucmy nio yac 30ilCHeHHs 8ideocnocmepedicents. Jlns
Yb0o20 CyO’€EKMam 3aCmMOCYBaHHs Bi0EOCNOCMEPENHCEHHA He0OXIOHO O0MPUMYBAMUCS
NpUHYUNIB, AKI cneyianbHo Oyau po3pobneni npedCmagHUKAMU 2POMAOCLKOL opeanizayii
«Esponeticokull gopym i3 3abesneueHHs Oesneku micmy ma 6xkmoueHi 0o Xapmii
0eMOKPAMUYHO20 3ACMOCYBAHHS 8I0€0CNOCEPEdCEHH .

Kurouosi ciioBa: IpaBO Ha HeZ[OTOpKaHHiCTL NPUBATHOT'O KUTTH, Bi].'[eOCHOCTepe)KeHHSI,
TMIPUHIUIIA Bi}]COC]’IOCTepC)KCHHSI, HpaBOOXOpOHHi OopraHu, 3aXucCT NIEPCOHAJIBHUX JaHUX.
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